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‘Data security is a game of 
leapfrog. Build a 10-foot 
wall and the hackers will 
come back with a 12-foot 
ladder. EMV still sends 
card data in the clear.’

PAGE 26



Join us in NYC | Booth 2975



4 • digitaltransactions • January 2018

THE GIMLET EYE JANUARY 2018 • VOL. 15, NO. 1

PUBLISHER
Robert A. Jenisch

EDITOR-IN-CHIEF
John Stewart

Senior Editor
Jim Daly

Senior Editor, Digital
Kevin Woodward

Correspondents
Jane Adler

Lauri Giesen
Karen Epper Hoffman

Peter Lucas
Linda Punch

Elizabeth Whalen

Art Director/Production Editor
Jason Smith

Editorial Advisory Board
Eula L. Adams

John Elliott

Alex W. “Pete” Hart
Former Chief Executive Officer, 

MasterCard International
William F. Keenan

President, De Novo Corp.
Dr. Gideon Samid

Chief Technology Officer, 
AGS Encryptions Ltd.

Director of Advertising
Robert A. Jenisch, 877-658-0418

bob@digitaltransactions.net

Advertising Sales Representatives
Robert Mitchell, 877-658-0418

bmitchell@digitaltransactions.net

Cathy Woods, 602-863-2212
cathy.woods@mediawestintl.com

Digital Transactions, Digital Transactions News, 
and digitaltransactions.net are publications of 
Boland Hill Media LLC, 800 Roosevelt Road, 
Suite B212, Glen Ellyn, IL 60137
John Stewart, Managing Director
Robert A. Jenisch, Managing Director
For advertising information, call 877-658-0418. 
To subscribe or give us a change of address, 
go to www.digitaltransactions.net and click on 
“Subscriber Care” or call 847-559-7599. 
The views expressed in this publication are not 
necessarily those of the editors or of the members 
of the Editorial Advisory Board. The publisher 
makes reasonable efforts to ensure the timeliness 
and accuracy of its content, but is not engaged in 
any way in offering professional services related to 
financial, legal, accounting, tax, or other matters. 
Readers should seek professional counsel regard-
ing such matters. All content herein is copyright 
© 2018 Boland Hill Media LLC. No part may be 
reproduced without the express written permis-
sion of the publisher. Subscription prices: $59/year 
for subscribers in the United States; $69/year for 
Canadian subscribers. 
All other subscribers, 
$119/year, payable in 
U.S. currency.

Serving the 
Small Merchant

Seldom in the history of electronic payments has the spotlight shone quite so 
intensely on small merchants as it does now. Everybody, it seems, wants to 
sign up the so-called SMB—the small and medium-size business.

When Total System Services Inc. (TSYS) put up just over $1 billion last month 
to buy Cayan, a large part of the rationale was to pick up Cayan’s portfolio of 
70,000 SMBs. And Cayan is just one, though also one of the more successful, of the 
processors and gateways catering to small merchants with sophisticated point-of-
sale technology that allows the businesses to accept EMV cards and digital wallets 
while at the same time melding together data flows from both stores and the Web.

With TSYS’s resources behind it, Cayan may be able to expand the reach of this 
technology to more SMBs. That’s a trend that will dovetail nicely with a parallel 
movement among software developers to focus on helping small companies inte-
grate payments with their accounting and POS systems. That movement has been 
in progress for several years, but is picking up steam lately as developers recog-
nize the opportunity in helping merchants figure out how to scoop up and make 
sense of payments data.

At the same time, the industry has witnessed over the past few years the rise of 
the so-called payment facilitator. This entity, which may be an independent sales 
organization, an independent software vendor, or just a larger merchant, eases the 
entry of small merchants into the payments network. The small merchant simply 
rides on the merchant account of the ISO, ISV, or online marketplace, dispensing 
with the need to apply for its own account and saving considerable time and money.

This device has made it possible for tens of thousands of very small businesses, 
even flea-market sellers and other occasional merchants, to gain access to the same 
electronic-payments systems that Walmart uses.

To be sure, none of this is perfect. One reason small businesses are attractive 
to processors is that they lack negotiating heft, and so generally end up paying 
higher rates than their larger cousins. As for technology, not all merchants need the 
slickest loyalty integration on offer. And the payment-facilitator model may prove 
a bit too facile for some, leaving them exposed to risk they hadn’t counted on.

But the general drift—toward better service, better access, better technology, 
faster set-up—is a significant improvement for the small merchant over what was 
available only a few years ago. It’s also a good deal for the acquiring industry, 
opening up, really for the first time, a vast market that, in the aggregate, accounts 
for a dynamic slice of the U.S. economy.

John Stewart, Editor  |  john@digitaltransactions.net
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As Its Rivals Write off Signatures, Visa Stands Alone

choose not to collect the cardmem-
ber’s signature, which may speed up 
the checkout process and make the 
experience more consistent with how 
other local cardmembers check out.”

The issue of requiring signatures 
in the U.S. intensified with the advent 
of EMV chip cards in 2015. Mer-
chants contend that a PIN represents 
a better authentication method, but 
issuers and the card brands have been 
reluctant to add them to credit card 
transactions because of the possi-
ble disruptive aspect of educating 

Three of the four U.S. general-purpose 
card networks—American Express 
Co., Discover Financial Services, and 
Mastercard Inc.—now plan to cease 
requiring signatures for point-of-sale 
transactions made with their cards 
beginning in April. That leaves Visa 
Inc. as the sole signature supporter.

AmEx on Dec. 11 joined Master-
card, which started the no-signature 
movement in October (“Signing Off,” 
December, 2017), and Discover, which 
changed its policy a few days before 
AmEx. Discover said its signature 
requirement would end for transac-
tions in the U.S., Canada, Mexico, and 
the Caribbean. AmEx’s change applies 
worldwide, though the company says 
cardholders may still sign if a merchant 
asks or local law requires a signature.

AmEx says the need for sig-
natures has declined because of 
improving anti-fraud measures and 
other changes in payments, including 
the introduction of EMV chip cards, 
the growth of contactless payment 
options, and the continued expansion 
of online commerce. 

Plus, AmEx wanted to make shop-
ping with its cards similar everywhere.

“American Express decided to 
make this change globally because it 

will enable a more consistent check-
out experience across all regions,” an 
AmEx spokesman says in an email. 
“A key example of this would be situa-
tions when a U.S. cardmember travels 
outside of the U.S. to a country that 
is primarily chip-and-PIN and makes 
a purchase at a merchant with their 
U.S.-issued card. Currently, that mer-
chant may require the cardmember to 
sign their receipt because our U.S. con-
sumer cards are not enabled with PIN. 

“As a result of our policy change, 
in April 2018, that merchant could 

‘With Mastercard and AmEx 
giving up on signatures, it seems 
inevitable that Visa will follow.’
—Thad Peterson, senior analyst, Aite Group LLC
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other public inquiries as to why 
they believe signature is a valid and 
worthwhile CVM [cardholder ver-
ification method] when every one 
of their competitors’ actions indicate 
otherwise,” says Laura Townsend, 
senior vice president of operations 
at the Minneapolis-based Merchant 
Advisory Group.

—Kevin Woodward

consumers. Now three of the four card 
brands have leapfrogged over that.

After AmEx’s announcement, Visa 
said it supports multiple technologies 
“to bring speed, security, and consumer 
convenience to the authentication and 
authorization process.” That was the 
same statement it issued in October.

But industry observers speculate 
Visa will follow the other brands. 

“With Mastercard and AmEx giving 
up on signatures, it seems inevi-
table that Visa will follow,” says 
researcher Thad Peterson, senior 
analyst with Boston-based Aite 
Group LLC.

Merchant groups express similar 
views.

“I can’t imagine how Visa could 
respond to investor, customer, and 

How E-Commerce Is Changing Point-of-Sale Payments

And speaking of what goes on at the 
point of sale, the seemingly unending 
growth in online shopping is doing 
more than closing physical stores. The 
point of sale in the stores that remain 
is changing, and along with it, pay-
ments providers, according to Javelin 
Strategy & Research.

As consumers continue to increase 
their spending online rather than in 
stores, retailers and their payments 
providers will have to adapt more 
than they have already, says Michael 
Moeser, director of payments at Pleas-
anton, Calif.-based Javelin.

Chief among the findings in Jave-
lin’s recent “2017-2021 Retail Point of 
Sale Payment Forecast” report is that 
the sales shift from physical stores to 
online ones will come at the expense 
of face-to-face transactions. U.S. 
e-commerce sales will grow 37% from 
$518 billion in 2016 to $708 billion 
by 2021, while retail sales in physical 
stores will slip 1% from $4.4 trillion to 
$4.36 trillion (chart).

Javelin estimates e-commerce 
accounted for 11.3% of total U.S. 
retail sales in 2017, up from 10.5% in 
2016 and 8.9% in 2015.

For payments companies, online 
retail growth does not signal a dimi-
nution of the importance of POS 
sales, Moeser says in an email to 
Digital Transactions.

“The important thing to remem-
ber is that many physical merchants 
also have a digital presence, however, 
many times there is a lack of coor-
dination between the two,” Moeser 
says. “Oftentimes, the Web site by a 
storefront merchant has a different 
acquirer, which can make it difficult 
when a consumer buys something 
online and brings it into a store for a 

The Forecast for Unabated E-Commerce Growth

Source: Javelin Strategy & Research

 U.S. Retail POS Purchase Volume     U.S. E-Commerce Purchase Volume    l E-Commerce as % of Total Retail Sales

2016 2017 2018 2019 2020 2021
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$4.40 trillion

$611 billion

$4.46 trillion
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$4.46 trillion

$708 billion

$4.36 trillion
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return or exchange. Having the same 
acquirer can often help solve the pay-
ment side of this transaction.”

Merchant acquirers will want to 
sell card acceptance for both in-store 
and digital systems, despite the often 
different sizes of the two businesses, 
he says.

“For example, a storefront may 
run 80% of the revenue and the Web 
site only 20%. So to have two differ-
ent acquirers doesn’t make sense for 
the store or either acquirer. In this 
case, it behooves an acquirer to sell 
both services.”

The report cites other changes, 
such as a decline in paying with 
paper checks, growth opportunities 
for credit and debit cards, and a poten-
tial expansion of mobile payments 
and wallets.

Moeser predicts that mobile-wal-
let use, in particular, will “explode 
starting in 2018.” A big reason for that 
is that merchant-based mobile wal-
lets, such as Walmart Pay, Kohl’s Pay, 
and Target Wallet have something 
that multiretailer wallets have yet to 
achieve: retailer engagement.

“The value of a Walmart, CVS, 
or Target-type retailer wallet is that 
it holds a rewards card or program 
so you no longer need to carry a 
physical card or something on your 
key chain, coupons, receipts, payment 
cards, prescriptions or other standing 
orders, and more,” Moeser says. “Yes, 
having a CVS wallet is not going to 
help you at Target or Walmart, but it 
will help you if CVS is a place where 
you spend 25% to 50% of your retail 
dollars or it’s somewhere you go to 
get a prescription.”

Consumers will have only one or 
two retailer wallets for places they 
shop frequently or have important 
things they need to keep track of such 
as a prescription, he adds.

—Kevin Woodward

The End of the Line for Chicago’s Open-Loop Transit Cards

The Chicago Transit Authority, an 
early proponent of open-loop fare 
payments, is getting out of the busi-
ness of offering fare cards that dou-
bled as a Mastercard prepaid card, 
giving pause to advocates of combin-
ing transit fare media with general-
purpose payment cards.

The CTA announced early last 
month that the general-purpose pay-
ment feature in some of its fare cards 
would expire Dec. 31. The operator 
of the nation’s second-largest transit 
system says riders did not embrace 
the offering.

The CTA’s fare-payment system, 
dubbed Ventra, is managed by Cubic 
Transportation Systems and includes 
First Data Corp. as a subcontractor. 
Among the fare options that became 
available when Ventra launched in 
2013 under a 12-year, $454 million 
contract was a contactless Mastercard-
branded prepaid card good at any 

Mastercard-accepting merchant as 
well as on CTA buses and “L” trains.

“After analyzing customer pref-
erences and habits, CTA determined 
that there wasn’t significant demand 
for this feature,” the agency said in a 
press release. 

The CTA attributed that lack of 
demand in part to “the numerous 
prepaid debit products in the market-
place and electronic payment options 
like Apple Pay, Android Pay, and 
Samsung Pay, which have become 
more accessible and provide consum-
ers with increased financial options, 
including the ability to pay their 
Ventra fares.”

New, closed-loop Ventra cards went 
on sale in mid-December. Customers 
who had Ventra Mastercard cards 
could have their balances transferred 
to prepaid cards offered by First Data’s 
Money Network, which provides cards 
issued by Meta Financial Group Inc.’s 
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jumped into general-purpose issu-
ance, although more might try. 

The CTA was the only major system 
in the U.S. issuing such media, though 
the Southeastern Pennsylvania Trans-
portation Authority (SEPTA) in Phila-
delphia is planning to offer a Master-
card-branded SEPTA Key card among 
its fare options under a new payment 
system. Transit agencies in New York 
City and Boston also are mulling gen-
eral-purpose card issuance under new 
contracts with Cubic, Quadagno says.

But general-purpose prepaid fare 
cards, which involve working with pro-
gram managers and other entities, can be 
more expensive to provide than closed-
loop fare media, according to Quadagno.

“They [agencies] have realized that 
the economics don’t work in the U.S., 
and so they’re backpedaling,” he says. 
“The lesson is, make sure you under-
stand the business rationale before you 
go off and do it.”

—Jim Daly

MetaBank. Or, they could spend down 
their balances by the end of the month 
or have their funds returned via check 
from Money Network.

A CTA spokesperson did not 
respond to a Digital Transactions 
email requesting further comment.

The CTA will continue to accept 
open-loop media for fare payments 
issued by other entities that support 
contactless transactions, according to 
transportation payments consultant 
Peter Quadagno of West Chester, Pa.-
based Quadagno & Associates Inc. 
Besides mobile wallets, they include 
general-purpose payment cards with 
EMV chips that also are equipped 
with near-field communication (NFC) 
antennas to enable contactless pay-
ments. There are few such “dual-
interface” cards currently available in 
the U.S., however.

Although an increasing number of 
transit agencies are accepting open-
loop contactless payments, especially 
through mobile wallets, few yet have 

The Inside-Out EMV Conversion at Gas Stations

U.S. gasoline retailers are finishing 
up their EMV chip card conversions 
inside the convenience store before 
they turn their full attention to fuel 
pumps, industry executives say. But 
as the conversion gathers steam, fuel 
retailers are facing a shortage of tech-
nicians qualified to do the work.

C-stores and standalone gas sta-
tions caught a break a year ago when 
Visa Inc. and Mastercard Inc. post-
poned their planned October 2017 
EMV liability shifts for unattended 
fuel dispensers for three years. Almost 
no fuel retailer would have been ready 
by then, and going into 2018 the pump 
conversion is still moving slowly.

When asked in December what 
percentage of U.S. automated fuel 

dispensers are ready to accept chip 
cards, one industry expert who 
requested anonymity pegged the num-
ber as “very low.” 

That’s not surprising, considering 
that only six months earlier Gilbarco 
Vedder-Root, a big fuel-pump manufac-
turer, announced what it claimed to be 
the first EMV transaction coming from 
a U.S. pump. That leaves somewhere 
north of 1 million more dispensers to go.

“There is no chain out there that is 
rolled out, big or small, that is EMV-
operational on the dispensers,” says 
Gray Taylor, executive director of Con-
exxus Inc., an Alexandria, Va., a stan-
dards and technology non-profit that 
was spun off from NACS, the national 
convenience-store trade group.

What’s happening, he says, is that 
c-stores and gas stations are convert-
ing to EMV from inside the store first, 
and then out to the forecourt where 
the pumps are located. More so than 
with most merchants, electronic pay-
ments at gasoline retailers must be 
integrated into complex networks that 
include pumps on the outside, and 
point-of-sale terminals, controllers, 
wired or wireless systems, and related 
technology inside.

“That is a predecessor to getting 
outdoor ready,” says Terry Mahoney, 
a partner at Chicago-based W. Capra 
Consulting, which works with petro-
leum retailers and industry vendors.

Many operators still aren’t done 
with their stores, but work generally is 

The CTA’s updated  
closed-loop Ventra card.

(Im
age: C

hicago Transit Authority)
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Source: The Strawhecker Group © Copyright 2017. The Strawhecker Group. All Rights Reserved. All information as available.

Beyond costs, a major emerging 
issue is the scarcity of technicians cer-
tified to do the EMV upgrade work. 
One c-store executive recently pegged 
the number at only about 3,000 in all 
of the United States. These technicians 
must visit approximately 150,000 gas 
stations, many with 16 pumps.

“That’s the most significant bottle-
neck out there,” says Weston. “That 
population of trained and certified 
technicians is a limited population.”

Taylor is of like mind regard-
ing pumps getting certified as meet-
ing EMV requirements. “We’re prob-
ably where everybody wanted to be 
two years ago,” he says. “It is a big 
bottleneck.”

—Jim Daly

progressing well, especially at larger 
gasoline retailers, according to Taylor. 
“The inside—we’re feeling pretty 
comfortable,” he says.

Mahoney predicts that some time 
in 2018 the majority of transactions 
inside c-stores will be chip-on-chip: a 
functioning EMV POS terminal read-
ing an EMV credit or debit card.

Meanwhile, payment card-accept-
ing hardware and software provid-
ers that supply petroleum retailers, 
including San Jose, Calif.-based Veri-
Fone Systems Inc., have complained 
that the liability-shift postponements 
have delayed expected revenues 
because they supposedly gave a rea-
son to gas stations to put off their 
EMV upgrades. 

Tim Weston, technology solutions 
sales manager at Austin, Texas-based 
pump manufacturer Wayne Fueling 
Systems LLC, agrees that has hap-
pened with smaller, independent 
c-store operators.

“As a group, they’re the folks that 
have taken their foot off the gas, so to 
speak,” says Weston, adding that some 
small operators hope the major oil 
companies will come up with subsidies 
to offset part of their conversion costs. 
Their hopes have yet to be realized.

Upgrade expenses are consider-
able. An EMV retrofit kit for one pump 
handling two opposite-facing dispens-
ers can cost $5,000 or more. W. Capra 
Consulting has estimated total U.S. 
conversion costs at up to $6 billion.

Q3 2017 Account Attrition And Growth
Account Attrition—Total attrited accounts in given period divided by total portfolio active accounts from same period of the prior year.
New Accounts Added—Total new accounts in given period divided by total portfolio accounts from same period of the prior year.

Note: This is sourced from The Strawhecker Group’s 
merchant data warehouse of over three million merchants 
in the U.S. market. The ability to understand this data is 
important as SMB merchants and the payments providers 
that serve them are key drivers of the economy.

All data is for SMB merchants defined as merchants with 
less than $5 million in annual card volume.

100.0% 100.9%

-21.3%

22.2%

Beginning Account Attrition New Accounts Added Ending

Wayne Fueling Systems’ iX Pay EMV-
accepting platform for gasoline pumps.

The scarcity of 
EMV-certified fuel 
pump technicians 
 ‘is the most significant 
bottleneck out there.’
—Tim Weston, technology solutions sales 

manager, Wayne Fueling Systems LLC

(Photo: Wayne Fueling Systems)



12 • digitaltransactions • January 2018

Trends & TacticsTrends & Tactics

closed-loop model in building network 
scale in the U.S. and globally.”

Moreover, the spinoffs increased 
the networks’ underlying value for 
financial institutions, consumers, and 
other payments players, contends 
Grover, a former Visa executive. 

“When thousands of banks collec-
tively owned Mastercard and Visa, they 
were run as not-for-profit bank card 
utilities. The assets underperformed,” 
he says. “Their IPOs unshackled 
Master card and Visa from associa-
tion governance and, as independent 
payment networks, they became more 
enterprising and aggressive.”

On one key point, however, Gro-
ver agrees with Chenault. In Master-
card’s case, at least, the offering was 
undervalued, he says.

“Partly, that was because in 2006 
there were no obvious network-
valuation comparables,” Grover says. 
“Many analysts used public payment 
processors as valuation benchmarks. 
The market didn’t appreciate the enor-
mous power of a retail payment net-
work with global critical mass.” DT

—John Stewart

Did Banks Blow It by Spinning Off Visa and Mastercard?

Outgoing American Express Co. 
chairman and chief executive Ken 
Chenault may well have touched 
off a debate about what constitutes 
the ideal governance structure for a 
global payments network.

Chenault, who will retire next 
month, charged in December that the 
former owners of his two leading 
rivals, Visa Inc. and Mastercard Inc., 
committed a big mistake when they 
spun off to the public what had been 
bank card associations. In response, 
critics counter that AmEx’s own man-
agement model has fallen short in 
recent decades.

Speaking at an investors’ con-
ference in New York City, Chenault 
called the decision to have Visa and 
Mastercard go public “one of the big-
gest strategic blunders of the last 20 
years,” according to an account of his 
talk reported by Bloomberg.

Mastercard’s initial public offer-
ing took place in 2006, while Visa’s 
came two years later. The moves 
followed decades of ownership of 
both companies by financial institu-
tions, which operated the networks as 
not-for-profits.

In large part, the spinoffs were 
a hedge against the risk posed by 
antitrust lawsuits merchants had filed 
starting in 2005 that challenged the 
networks’ interchange-pricing prac-
tices. Those suits, now consolidated, 
will be heard in federal court in Brook-
lyn, N.Y., following the collapse of a 
$5.7 billion settlement last year.

Chenault argued the IPOs badly 
undervalued the two companies and 
cost the banks crucial control over pay-
ments economics and developments.

“They didn’t understand what 
they were giving up, and they lost 
sight of where the puck was going,” 

Chenault said at the conference, 
according to Bloomberg. “Along with 
yielding pricing power to the network, 
the banks also limited their access to 
data and merchant relationships at a 
critical time.”

Visa’s IPO, the biggest in U.S. his-
tory at the time, was priced in the midst 
of a bear market at $44 per share for 
406 million shares. Mastercard’s offer-
ing sold 66 million shares at $39 each. 
Visa’s share price closed Dec. 15 at 
$113.82, and Mastercard’s at $153.40.

The transfer of both wealth and 
control, Chenault added, was “unbe-
lievable.” As a result, financial insti-
tutions are now reduced to serving 
the networks’ interests rather than the 
other way around, he charged. 

This picture, he said, contrasts 
with the situation at AmEx, which has 
been able to steadily introduce ser-
vices to win customers. “We can’t be 
reduced to simply facilitating a pay-
ment,” he said.

A Mastercard spokesperson would 
not comment on Chenault’s remarks. 
Visa did not respond to requests for 
comment.

What Chenault forgets, critics say, 
is that public ownership has over time 
yielded far better results for Visa and 
Mastercard than AmEx’s model has 
done for AmEx.

“It’s worth recalling [that] in the 
[United States] in the 1980s American 
Express, Mastercard, and Visa in pay-
ment volume were roughly the same 
size. Today, in the only national market 
where the AmEx network is material—
the U.S.—it has [approximately] 
10% of payment volume,” notes Eric 
Grover, principal of Intrepid Ven-
tures, a payments consultancy based 
in Minden, Nev. “The open-network 
model has proved stronger than the 

Banks “didn’t understand what they 
were giving up” by spinning off Visa and 
Mastercard, contends AmEx’s Chenault.

(Photo: Am
erican Express)
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Cyber fraud has matured 
into a solid industry, 
where economies and 

efficiencies count. So the lion’s 
share of hacking efforts is directed 
at large databases, where a breach 
is a gift that keeps on giving (as 
long as it is well-managed). Finan-

cial institutions and online merchants, in particular, use data-
bases that constitute a juicy target for the cyber-fraud industry 
because of how productive a successful penetration may be. 

We on the security side are not strategically prepared 
for the challenge. We are overly impressed by breaches of 
individual phones and devices, where the damage is limited 
and the responsibility lies with the individual user. When it 
comes to our crown jewels, the financial database, we natu-
rally tend to minimize our vulnerabilities. 

Typically, chief information officers are very much 
taken with the enormous work they invest in installing the 
latest intrusion-detection software and with the countless 
coordination meetings they hold, where they design sophis-
ticated security protocols. Their overconfidence leads to 
fateful decisions against data-at-rest encryption, and against 
double-checking already-admitted users. 

We can rate database vulnerability according to: (i) how 
attractive its content is; (ii) how many users, and at what 
levels of credentials, it serves; (iii) how heterogeneous its 
operations are; and (iv) whether the security team has a good 
computer-science education. The combination of theoretical 
flaws (technology and protocols), implementation flaws (bugs 
and malware), and human factors (stupidity, greed, and indif-
ference) is a reliable predictor of the prospect of compromise. 

Complicating matters is that the new hacker tactic is 
to exploit a breach ever so meagerly to remain undetected, 
sometimes for years. 

To deny this reality with false confidence is not a good 
strategy. Instead, we need to ask ourselves how to survive 
a successful penetration. When a database is exposed, the 
hacker learns private information about the listed custom-
ers. Much of this private info will help hackers crack other 
places where the same data is used. It is therefore a strategic 

goal to reduce the hacker’s profit from a successful breach. 
There are two tactics for doing this. The basic one is 

replacement. In two previous “Security Notes” columns 
(June and July 2016), I presented the Cyber Passport con-
cept, which is designed to quickly replace private-access 
credentials and render the data ineffective. 

The second, more ambitious move is to use crypto-
graphic means to fingerprint the credentials database. If 
the system is breached and that data is compromised, the 
hackers will not be able to use it to claim access in the name 
of the original owner of the data. This protection applies also 
against insiders abusing their access to steal credentials files 
and peddle them in the dark market. 

As this technology takes hold, the payoff for hackers will 
diminish and they will gradually abandon their strategy to 
penetrate financial databases. They might turn their efforts 
to retail theft, attacking one individual victim at a time. Or, 
one must admit, they might surprise us with a move we are 
not imaginative enough to foresee.

Other variations on these tactics include sub-encryption: 
encrypting data with fast, half-transparent ciphers, which 
impose enough cryptanalytic burden that the effort to crack 
the data is too taxing relative to the potential benefit. 
Remember: Now that hacking is no longer a matter of emo-
tional bravado, but a full-fledged industry, it surrenders to the 
same laws of return on investment that govern the rest of us.

In 1998, Ron Rivest (the “R” of RSA) proposed a “win-
nowing and chaffing” strategy that mixes the good data 
with nonsense data such that hackers cannot separate them. 
His original idea has since been replaced by more effective 
means, but the principle is still valid and useful.

One side benefit of these new cryptographic tactics is 
that, for most of them, it is easy to install a breach monitor—
a means to detect that a request for credentials is based 
on compromised data. This detection may lead to stealth-
tracking of the source and to preset countermeasures.

The technology is there. What is needed is recognition 
that the database is the modern cyber-war battlefield, and 
that the hackers have a non-negligible chance to hack into 
any database with a sufficient number of credentialed users. 
Therefore, a strategy for the “day after” has to be devised. 

The Database Battleground
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Faster payments in the 
United States took a major 
step forward in November 

with the sending of what many 
consider the first U.S. faster-
payment transaction. A payment 
was made, in seconds, between 
U.S. Bank and BNY Mellon using 

The Clearing House’s Real Time Payments system, a system 
that meets evaluation criteria used by the Federal Reserve’s 
Faster Payments Task Force.

Faster-payments advocates can get into heated debates 
over what is truly a faster payment. The debate is about more 
than bragging rights. At stake could be who will make pay-
ments to and receive payments from faster-payments sys-
tems around the world. 

The administrators and regulators of these systems from 
Mexico to Switzerland will be deciding whom to link with in 
the U.S. for payments from their faster-payment schemes to 
U.S. payees. And which sources of payments inbound from 
the U.S. to accept as meeting their faster-payment criteria. 
The fact that a U.S. system meets the Task Force’s proposal-
rating criteria may well be taken by international faster-
payment systems as, effectively, a quasi-stamp of approval.

Worldwide, we see standards being set from as fast as 
“instantaneous” (Singapore) to up to 10 seconds (SEPA 
PSD.) But how many of the multiple steps involved in pro-
cessing a payment need to fall within an agreed time limit? Is 
a message being sent and received within the time boundar-
ies good enough? How about clearing? Or final settlement? 

If the payment is a “debit pull,” does the time period 
start when the debit request was generated or is it from when 
the paying account sends money to the bank originating the 
transaction request? Or is it when the resulting credit occurs 
in the specific receiver’s account at the bank? What if the 
funds have been memo-posted to the account but are not yet 
available funds? Must clearing take place before the time 
period lapses? And settlement also? But then what if one of 
the two financial institutions settles every hour or only at the 
end of the banking day, even if everything else was accom-
plished in seconds? Standards differ around the world.

The definitions settled on by the Faster Payments Task 
Force for evaluating and scoring proposals is that a pay-
ment must have successfully passed five stages within the 
time period:

 Initiation of the payment 
 Debit of the payer’s account
 Credit of the payee’s account
 Clearing of the transaction 
 Settlement between the banks

If this happens in five seconds, the payment system 
would be considered to be very effective. Over 15 seconds 
would be considered not effective. 

Several systems can meet some, but not all, the criteria 
within the time limit. To me, the real problem will not be 
those systems that take somewhat longer than 15 seconds at 
times, but those that do so consistently. 

Some schemes promise payment in seconds—except 
whenever one of the banks involved needs more time. Then 
they can take up to, in some cases, half an hour. I call this 
the airline model: publishing a timetable showing your flight 
arrives at noon. Except when it arrives at 12:30. 

Another limitation is systems that require that sender and 
receiver both be members of a private scheme. Or both must 
use a specific brand of distributed ledger or a particular com-
pany’s electronic coinage. 

A critical issue that could hinder some approaches to U.S. 
faster payments is simply being able to clear and settle 24 hours 
a day, times 365 days a year. A payment that arrives at a bank 
at 2 o’clock on a Sunday afternoon would fail to qualify as a 
faster payment if it didn’t clear or settle until Monday morning.

The good news is there is at least one system that meets 
the criteria and is available (albeit through third parties for 
some senders or receivers) and there are other systems that 
come close. Which means the U.S. has at least one quali-
fied system ready to go, and, with some extra effort to over-
come the criteria on which the “almost-there” systems didn’t 
qualify, there could be multiple U.S. options to choose from.

It’s been a long time coming, but at least one faster-
payments system is ready, and others are a step (though 
sometimes a big step) from being there. 

Faster Payments: Coming Soon
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payment device. Some observers fear 
it may also encourage users to hold on 
to the currency, hoping it will appre-
ciate even more, rather than spend it. 

Yet that may not be entirely true. 
BitPay Inc., a major Bitcoin exchange 
based in Atlanta that processes for 
4,400 merchants, has found that peo-
ple spend more when the price rises 
because they feel richer, according 
to a spokesman. And, he says, “the 
product still has inherent advantages 
regardless what the price is.”

The numbers may prove him out. 
BitPay’s merchant volume in 2017 
exceeded $1 billion, up 300% over 
the previous year. Still, the company 
is hedging its bets. It plans to add five 
more cryptocurrencies this year, some 
as early as this month or February. 
It won’t say which ones. One popu-
lar site, Cryptomarketcap.com, tracks 
more than 1,300.

Another negative for Bitcoin stems 
from yet another positive. The cur-
rency has become popular enough that 
its blockchain, the distributed ledger 
that tracks its transactions across a 
global network of computers, is strug-
gling to keep up with the traffic. That 
results in the two big problems that 
plagued Valve, the game seller: slower 
transfers and higher fees.

Bitcoin network fees are paid by 
Bitcoin users when they spend the 
currency. Early in 2016, when Valve 
added Bitcoin as a payment option, 
the fee to its customers was around 

On the eve of the 76th anniver-
sary of Pearl Harbor, Valve 
Corp. dropped a little bomb 

of its own. The Bellevue, Wash.-based 
parent of Steam, a marketer of popu-
lar online games, issued a statement to 
say it would no longer accept Bitcoin, 
effective immediately. The reason? 
“High fees and volatility in the value 
of Bitcoin,” the game company said.

High fees? Volatility? That wasn’t 
supposed to be part of the package 
with Bitcoin, which promised solid 
value to merchants when it debuted 
eight years ago. That value included 
low acceptance costs, lightning-fast 
transactions, and, perhaps best of all, 
no chargebacks. Yes, the price fluctu-
ated, but for the most part within a 
manageable range.

The result is that roughly 100,000 
merchants worldwide accept Bitcoin, 
businesses ranging from single-unit 
coffee shops to automobile deal-
ers to big-time online sellers like 
Overstock.com.

But these days, the experience 
of sellers like Valve, coupled with 
head-scratching events in the Bitcoin 
community, leaves merchants, inde-
pendent sales organizations, and mer-
chant processors wondering what 
kind of opportunity lies latent in this 
newfangled form of money.

“Some people can’t wrap their 
heads around it,” says Eric Brown, 
founder and chief executive of Aliant 
Payment Systems Inc., a 14-year-old, 
Fort Lauderdale, Fla.-based ISO that’s 
getting set to offer Bitcoin acceptance 
to its 7,000 merchants.

Others are taking a more cautious 
approach. North American Bancard 
LLC, a Troy, Mich.-based company 
and one of the biggest ISOs in the 
country, is considering “a potential 
pilot in 2018 for a small portion of our 
[merchant] base,” says Justin Muntean, 
senior vice president of sales.

But NAB is far from sold on Bit-
coin. “We’ve had some inquiries,” 
Muntean says, “but we haven’t seen a 
huge surge of interest from our mer-
chant base.”

‘Extreme’ Volatility
Little wonder payments executives 
and merchants are having a hard time 
“wrapping their heads” around Bit-
coin. It seems there is a negative for 
every positive these days. Take the 
cryptocurrency’s most notable fea-
ture, its wild runup in value. From 
roughly $1,000 at the start of 2017, 
its price had surged to just shy of 
$18,000 by the middle of December. 

That has made Bitcoin more nota-
ble as an investment vehicle than as a 

Bitcoin Accepted Here?

John Stewart

For all the hype lately, the digital currency remains a niche opportunity 

for independent sales organizations and other third-party acquirers.
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“What we’ve done is make that expe-
rience available right now,” says chief 
executive Edward Robles.

Developed within an applica-
tion developer network run by San 
Francisco-based Coinbase, another 
big U.S. Bitcoin exchange, the Digital 
Debit wallet interacts with the point of 
sale by scanning a quick-response code 
displayed at the merchant terminal. 

Once the connection is confirmed, 
the user can send the required sum 
through the app, which instantly 
translates the dollar amount of the 
sale into Bitcoin. Users must have a 
Coinbase account, but signing up for 
Digital Debit automatically creates 
one, Robles says.

The cost to the user is nothing 
for transactions under $10. Over that, 
it’s 50 cents. Qondado keeps the cost 
down by keeping transactions off the 
blockchain until the merchant cashes 
in the newly received Bitcoin, says 
Robles. “We saw this as a way to be 
the Apple Pay or Alipay of cryptocur-
rency,” he adds.

But that doesn’t mean the sys-
tem hasn’t imposed considerable 

20 cents. By December, it was getting 
close to $20.

That was bad enough. What made 
matters worse, Valve said, is that net-
work congestion had slowed down 
settlement so much that any down-
ward swing in Bitcoin’s value made 
it necessary to charge the customer 
again to make up the difference. And 
that second transaction, of course, 
triggered a second fee.

While Bitcoin’s price has gener-
ally surged upward in recent months, 
that climb has occurred on the back 
of a jagged arrow featuring some dra-
matic dips. “Historically, the value 
of Bitcoin has been volatile, but 
the degree of volatility has become 
extreme in the last few months, 
losing as much as 25% in value over 
a period of days,” Valve noted in its 
December statement.

Keeping the Lights on
Bitcoin network fees are charged by 
organizations that harness roomfuls of 
computers to crack complex mathe-
matical problems. Since the solutions 

yield new Bitcoin, these organizations 
are called miners. 

With the buildup in volume, min-
ers have been able to charge more 
to give transactions priority on the 
blockchain. That supply-and-demand 
dynamic isn’t likely to change until 
the developers who manage the net-
work figure out how to boost capacity. 
One solution, which involves increas-
ing block size, hasn’t proved popular 
enough to be enacted. 

Another project, by a group of 
developers calling themselves the 
Lightning Network, would take trans-
actions entirely off-chain until the last 
stage of settlement. That undertaking is 
nearing the finish line (box, page 19).

But not fast enough for some. Qon-
dado LLC., a 2-year-old developer of 
encryption software in San Juan, Puerto 
Rico, last month launched Digital Debit, 
a mobile wallet that lets users pay mer-
chants—or each other—with Bitcoin. 
The twist: It gets around network con-
gestion with its own blockchain bypass. 

More Would Than Wouldn’t
(How consumers answered the question, “Would you be open 
to the idea of using Bitcoin for transactions and purchases?”)

39.6%
Yes

26.3%
No

34.1%
 Not sure

Digital Debit at work: 
The Apple Pay of Bitcoin?

(Im
age; Q

ondado)

Note: Poll of 
1,000 Americans, 

786 of whom had 
heard of Bitcoin. 

Answers were recorded 
for this latter group.

Source: LendEDU
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depends on volume, which brings it 
down, and risk, which does the oppo-
site. There is also a monthly ($9.95 to 
$19.95) and annual ($99) fee.

Other digital currencies could 
follow at Aliant. Brown says he is 
convinced “there is a need in the 
marketplace.”

A Means of Exchange
That may well be the case. On the 
face of it, there’s no reason merchants 
shouldn’t trade in Bitcoin every bit 
as much as they do in dollars, and no 
reason ISOs and processors shouldn’t 
enable this business. After all, as 
Qondado’s Robles says, “Bitcoin was 
designed to be a means of exchange.”

That’s on the face of it. Dig deeper, 
and you find volatility, cost, and net-
work-scaling issues that raise big con-
cerns. Chances are, these will be worked 
out. The question is how soon. DT

development and operating costs on 
Qondado. Its fee policy just “keeps 
the lights on,” says Robles. He won’t 
give specifics about number of users 
so far, but adds “response has initially 
been very strong” to the company’s 
Facebook campaign.

‘There Is a Need’
But what kind of merchants are likely 
to accept Bitcoin? That’s what ISOs 
like Aliant are finding out. Brown 
says he’s targeting his base of high-
risk merchants first, as these account 
for more than 60% of his base. He also 
expects card-not-present merchants to 
be among the first to sign on, since 
this is Aliant’s business focus. 

But others, he hopes, will adopt 
Bitcoin. The first to sign up, indeed, 
was a plumbing contractor. As for 
takers overall so far, “We’re kicking 
out contracts,” Brown says.

To handle the back end of Bitcoin, 
Aliant has signed up NetCents Sys-
tems Ltd., a 5-year-old Vancouver, 
British Columbia-based exchange. 
For POS transactions, it’s rely-
ing on terminals from a Palo Alto, 
Calif.-based startup, Poynt Corp. 

The Poynt device features an app 
library with business functions that 
go well beyond payment. The devices 
deployed by Aliant will work with a 
specialized connection to NetCents.

Pricing Bitcoin transactions could 
be tricky for Aliant, since there’s no 
interchange on which to base rates. 
Also, Brown says he wants to keep the 
service economical without attracting 
merchants that aren’t “serious” about 
accepting the digital currency. 

Right now, Aliant’s Bitcoin trans-
action pricing ranges from 0.5% to 
just over 3%, with a fixed fee from 
a nickel up to 30 cents. The fixed fee 

Bitcoin’s heady rise last year has pleased investors 
and drawn the attention of derivatives exchanges 

and other institutional players, but it may also have 
obscured a development going on behind the scenes to 
solve one of the digital currency’s biggest drawbacks: its 
weakness as a payment method.

Bitcoin, which started out 2017 at a price just shy of 
$1,000, was dancing above and below the $18,000 mark 
in the first half of December. By mid-December, Bitcoin’s 
$17,800 price placed the total value of all Bitcoin in cir-
culation at close to $300 billion.

Investor interest has been stoked not only by the cur-
rency’s meteoric rise but also by the implied endorsement 
coming from big-league futures exchanges. Chicago-
based CME Group Inc. was set to start trading Bitcoin 
futures Dec. 18, but its crosstown rival, Cboe Global Mar-
kets Inc., beat it to the punch on Dec. 10. Both exchanges 
earlier received a green light for the contracts from the 
Commodity Futures Trading Commission.

But another event took place early last month that prom-
ises to clear up two key Bitcoin problems: network conges-
tion and fast-rising transaction fees. Developers working on 
a project called the Lightning Network announced they had 
conducted a pair of successful live transactions using speci-
fications they’ve been working on for more than a year. 

While much work needs to be done, the transactions 
reportedly worked as expected across software prepared 
by different developers, according to Coindesk, a crypto-
currency news site.

For the past couple of years, the Bitcoin network 
has been plagued by slow transaction times and rising 
fees for users. Both problems are brought on by vol-
ume growth on an underlying blockchain limited by 
1-megabyte blocks. 

While some solutions attack the problem by increas-
ing block capacity, Lightning proposes a bypass. It man-
ages the transaction’s details via off-chain channels, 
broadcasting to the blockchain only when the transaction 
is culminated.

If Lightning is widely adopted, it could solve Bitcoin’s 
scaling problem, allowing for much faster growth and 
more reasonable transaction costs. 

Fees are controlled by so-called miners, the organi-
zations that create new Bitcoin by working out complex 
mathematical problems. As volume rises, miners can 
charge more to give a transaction a higher priority on the 
blockchain.

Bitcoin has already become a hot commodity for 
investors. Next up could be a solution that finally unlocks 
its potential as a payment instrument. 

Bitcoin’s New Solution for Network Growth
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So you thought these newfangled 
person-to-person payment ser-
vices were meant only to replace 

cash with smart-phone apps that enable 
individuals to send and receive money 
electronically? Think again.

All of a sudden, some P2P ser-
vices are positioning themselves as 
payment alternatives for merchants. 
That’s good news for companies like 
PayPal Holdings Inc., which finally 
may have found a profitable use 
for its popular but revenue-starved 
Venmo app.

It’s also good news for Apple 
Inc. and its brand-new Apple Pay 
Cash service. Yes, Apple Pay Cash 
is primarily meant for individuals 
to pay each other on Apple mobile 
devices such as the iPhone, but it also 
can be used wherever the 3-year-old 
Apple Pay mobile-payment service is 
accepted. 

That’s really good news for Dis-
cover Financial Services, which is 
providing the network that will con-
nect merchants to the Apple Pay Cash 
system. If consumers see Apple Pay 
Cash as a good way to buy things, Dis-
cover’s transaction volume will rise.

If you’re interested in cryptocur-
rencies, perhaps you’re one of the 
lucky test subjects who can use the 
Square Cash P2P service from Square 

Inc.—whose primary business is mer-
chant acquiring and software services 
for businesses—to buy or sell Bitcoin. 

Then there’s Mastercard Inc. and 
its new Mastercard Cash Pick-Up 
service, which combines corporate 
disbursements with P2P. The recipi-
ent’s money isn’t electronically stored 
somewhere. It’s spit out by an ATM as 
old-fashioned cash.

Monetizing Venmo
Jordan McKee, principal analyst, pay-
ments, at 451 Research LLC’s Boston 
office, is watching all the P2P devel-
opments with satisfaction.

“It’s an incredibly dynamic space 
at the moment, and it’s fun to watch as 
the services evolve,” he says.

McKee believes the services will 
need to keep on changing lest they 
lose customers who want more than a 
one-trick payments pony.

“It’s going to be very unlikely that 
a consumer will continue to use an 
app that only sends money back and 
forth over time,” McKee says. “The 
providers are starting to realize they 
need to evolve the value proposition.”

Online P2P services, later supple-
mented by mobile iterations, have 
been around for about a decade, but 
the majority of consumers still haven’t 
tried them, according to a recent 451 

Research survey (chart, page 22). And 
no one has yet found a way to get con-
sumers to pay for them, which in part 
explains the rush of new features.

PayPal clearly was hoping to gen-
erate a new revenue stream from 
merchants when chief executive Dan 
Schulman declared during the com-
pany’s third-quarter earnings call in 
October that PayPal would begin “to 
monetize Venmo.”

Venmo generated $9.4 billion in 
payment volume in the third quar-
ter, up 93% in a year. The service, 
however, charges no fees for sending 
funds from a Venmo balance, bank 
account, or debit or prepaid card. The 
only fee is 3% if funds come from a 
credit card, so, for all its popularity 
with consumers, Venmo contributes 
little to PayPal’s top line.

The first step in the monetization 
movement took place earlier in Octo-
ber with an announcement that as 
many as 2 million PayPal-accepting 
merchants were eligible to accept 
Venmo online and in-app. PayPal will 
collect the same merchant fees on 
these transactions as it does for regu-
lar PayPal payments. Those fees start 
at 2.9% plus 30 cents and decline with 
volume.

‘A Huge Win for Discover’
Meanwhile, Apple is positioning the 
new Apple Pay Cash as an easy-to-use 
P2P service through its Messages app 
that sends and receives text messages. 

Suddenly, person-to-person payments services are gaining utility 

beyond just paying a person via a smart phone. What gives?

P2P And Beyond

Jim Daly

Suddenly, person-to-person payments services are gaining utility 

M-COMMERCE
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to a new tender type. “If you’re intro-
ducing a new tender type, you need a 
network, you need processing rules, 
you need pricing, you need accep-
tance, and that’s what Discover is 
providing for Apple Pay Cash,” says 
Crone, chief executive of San Carlos, 
Calif.-based Crone Consulting LLC, 
who calls Apple Pay Cash “a huge win 
for Discover.”

Discover will generate fee income 
when a customer pays a merchant 
with Apple Pay Cash because it 
reportedly will set the interchange 
rates merchants pay. But what the rev-
enue arrangements are between it and 
Apple, such as whether Apple will get 
any of that interchange, is not publicly 
known. Discover referred questions to 
Cupertino, Calif.-based Apple, which 
declined comment.

Researcher McKee agrees that the 
Apple Pay Cash deal “is a massive 
win for Discover.” He notes that 
Discover struck a deal in 2012 with 
PayPal, the online payments leader, 
to bring PayPal acceptance to the 
physical point of sale via Discover’s 
merchant network, but nothing came 
of it.

Through its direct relationships 
with large merchants and agreements 
with numerous merchant acquirers 
that have made millions of small mer-
chants Discover acceptors, Discover’s 

The app gives Apple Pay Cash a 
social-networking overlay similar to 
that of Venmo. 

Within Messages, users can send, 
receive, or request funds. The service 
also works with Apple Watch, and 
users can give instructions to Siri, 
Apple’s artificial-intelligence exem-
plar, to issue funds.

Senders tap a digital-only Apple 
Pay Cash Card for the money, and 
may also rely on other cards stored 
in their Apple Pay wallet if sufficient 
funds aren’t available on the Cash 
Card. The card is a prepaid product 
managed by Pasadena, Calif.-based 
prepaid card services provider Green 
Dot Corp. and its Green Dot Bank.

Recipients need an Apple Pay Cash 
Card to access funds. They can use the 
money instantly, unless a security check 
is needed, to pay someone or make pur-
chases using Apple Pay in stores, apps, 
and on the Web, according to Apple. 
They also can transfer funds from Apple 
Pay Cash to their bank account.

While personal payments are the 
main market Apple is targeting, the 
Apple Pay Cash Card can be used 
for payments at any merchant that 
accepts Apple Pay, which relies on 
contactless near-field communication 
technology. Apple said in November 
that 5 million U.S. retail locations 
would be accepting Apple Pay at the 

end of 2017, and that 67 of the top 
100 U.S. retailers now take it.

Though the three so-called general-
purpose “Pays”—Apple Pay, Alphabet 
Inc.’s Android Pay, and Samsung 
Electronics Co. Ltd.’s Samsung 
Pay—lag far behind PayPal in mobile 
volume, Apple Pay has been getting 
more usage than its two main com-
petitors (chart, page 24). 

Apple, without giving numbers, 
said Apple Pay users doubled over the 
past year and that transaction volume 
rose 330%. And now, Apple Pay Cash 
is poised to give the mother service 
a lift, though nobody knows yet how 
big that lift might be.

After all, why use an Apple Pay 
Cash Card rather than an account the 
consumer has in her Wallet to fund 
conventional Apple Pay transactions?

“I’m not entirely sure,” says 
McKee of 451 Research. “If you’re 
somebody who uses P2P services with 
some frequency and like the idea of 
a cash reserve, as we’ve seen with 
Venmo ... that’s where I can see it.”

In any case, Discover is poised to 
benefit from whatever merchant vol-
ume Apple Pay Cash generates because 
the transactions will go over its debit 
rails, presumably the Discover-owned 
Pulse debit network.

Mobile-payments consultant Rich-
ard K. Crone likens Apple Pay Cash 

P2P App Usage

Note: 846 valid responses. Source: 451 Research Voice of the Connected User Landscape Survey, third quarter 2017
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our clients,” Ben Isaacson, senior 
vice president and general manager 
of payments, says by email. “We’ve 
partnered with Mastercard to be very 
early to market on previous products 
like Mastercard Send, so it was a nat-
ural fit to start this dialogue.”

When it announced the program 
in September, Mastercard said it 
would test it in the fourth quarter with 
partners that included Payment Alli-
ance International, the nation’s largest 
privately-held ATM provider. Master-
card is also working on making Cash 
Pick-Up available at ATMs located in 
stores across the country beginning 
this year. 

The service initially is certified to 
run on ATMs manufactured by Hyo-
sung and Genmega. Mastercard also 
teamed with Pin4, which has oper-
ated a similar cardless-disbursement 
system in Spain and Poland under 
the HalCash brand, to manage 
deployments.

Researcher Joseph Walent, asso-
ciate director of the customer inter-
action advisory service at Maynard, 
Mass.-based Mercator Advisory 
Group Inc., says by email that Master-
card Cash Pick-Up is in line with 
developments Mercator has been 
tracking in countries such as Austra-
lia and India that involve sending a 
code to the recipient’s mobile device 
to retrieve cash from an ATM via a 
mobile app or online. But it’s the first 

merchant base is now at or near parity 
with the Visa and Mastercard mer-
chant networks.

“Discover is interested in lever-
aging its network in unique ways,” 
says McKee. “They’re very comfort-
able being that infrastructure in the 
background.”

Discover’s honeymoon with 
Apple might not last long, however. 
“Currently, the Apple Pay Cash Card 
is issued on the Discover network, 
but this is subject to change,” says a 
brief passage on the Apple Pay Cash 
terms-and-conditions page. Again, no 
elucidation from Apple.

Cold, Hard Cash
The Venmo and Apple developments 
show the potential of P2P services to 
be adapted for retail payments. 

Mastercard’s new Cash Pick-
Up service, in contrast, is aimed at 
underbanked or unbanked consumers. 
A transaction results in actual cash 
being dispensed from an ATM, not the 
movement of electronic money from 
one account to another.

The service enables consumers to 
pick up cash disbursements, including 
person-to-person payments or such 
payments as disaster-aid relief, social 
benefits, or rebates from companies, 
at ATMs without using a debit card. 
For senders, the service eliminates 
the need to cut checks or directly pay 
cash to recipients.

A business or individual initiat-
ing a Mastercard Cash Pick-Up trans-
action creates a cash pick-up order, 
which alerts the sender’s bank to issue 
payment. A unique, four-digit PIN is 
sent to the recipient via text message 
in a matter of seconds. Upon enter-
ing the code into an enabled ATM, the 
recipient can retrieve the cash without 
using a card.

Fort Lee, N.J.-based Cross River 
Bank, Mastercard’s launch partner 
for the service, sees it as an addition 
to its payment services for business 
customers. In 2015, the bank worked 
with Mastercard on the launch of 
Mastercard Send, the card network’s 
near-real-time payment service.

“Part of Cross River Bank’s strat-
egy is to be first to market with new 
payment types that can add value to 

P2P is  
‘an incredibly 
dynamic space 
at the moment.’

—Jordan McKee, principal analyst, 
payments, 451 Research LLC

Its Apple 
Pay Cash 
networking deal 
‘is a huge win 
for Discover.’

— Richard K. Crone,  
mobile-payments consultant
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Early Warning pegged Zelle’s 
payment volume at $17.5 billion in 
the third quarter on 60 million trans-
actions. Some 50 banks and credit 
unions are participating in the pro-
gram, with 13 live as of late October, 
and 65,000 consumers were signing 
up daily, Early Warning said.

While Zelle clearly is gaining crit-
ical mass, the non-bank P2P provid-
ers, especially Apple, are showing 
they covet banks’ customers, accord-
ing to analyst McKee.

“If I was a bank ... I would start 
to get pretty concerned at this point,” 
he says. “It appears Apple is trying to 
own more and more of the customer 
relationship.”

Apple certainly isn’t the only one 
trying to do that. Look for P2P to con-
tinue as a field of innovation—and a 
potential battleground. DT

—With additional reporting  
by John Stewart

one that also could involve the pay-
ment of wages, he says.

Also, the usage of PINs with text 
messages “allows for a wider audience 
when compared to the other mobile 
cash-access schemes that rely on either 
NFC or the quality of the resolution of 
the screen at the ATM to recognize a QR 
code,” Walent says. “That said, the use 
of a SMS text has been seen by some 
in the industry as a less-secure system 
with the possibility of intercept.” 

Fraud, however, probably would 
be limited to daily ATM withdrawal 
levels, he adds.

Potential Battleground
Besides the old medium of cash, P2P 
services can now bring consumers 
into the new world of cryptocurrency. 
San Francisco-based Square in early 
December said it was expanding the 
Bitcoin pilot program it had launched 
a month earlier for what it said was 

a “small” number of Square Cash 
users. The service under test is now 
being made available to an undis-
closed number of additional users.

Square launched Square Cash 
in 2013 as a P2P payment service 
that allows users to send and receive 
money via debit cards. 

The new Bitcoin feature allows 
users to buy and sell, but not send 
or receive, the digital currency. The 
test comes during a massive run-up 
in Bitcoin’s price that some observ-
ers are calling a classic bubble. From 
just under $1,000 a year ago, the price 
soared to over $17,000 in Decem-
ber, with most of the gains coming 
since August.

If the recent developments show 
that new utility can be added to P2P 
services, do they present a threat 
to the Big Daddy of P2P, Zelle, the 
service from bank-controlled Early 
Warning Services LLC? 

Digital Wallet Usage Question: Which digital wallets, if any, have you used to make 
purchases with over the past 90 days? (multiple answers allowed)

PayPal 67.5%

Apple Pay 24.2%

Starbucks 15.0%

Android Pay 15.0%

Visa Checkout 11.0%

Chase Pay 7.7%

Samsung Pay 6.7%

Walmart Pay 6.4%

Dunkin’ Donuts 6.1%

Capital One Wallet 4.3%

American Express Checkout 2.8%

Masterpass 2.5%

Kohl’s Pay 1.8%

Wells Fargo Wallet 1.8%

Microsoft Wallet 0.3%

Other 1.5%

Note: 326 valid responses. Source: 451 Research Voice of the Connected User Landscape Survey, third quarter 2017
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False Sense of Security
Just one problem. As effective as 
encryption is, it is not that widely used 
by merchants and other companies that 
store or deal in payments data or other 
personally identifiable information.

Even companies that manage 
massive storehouses of sensitive 
consumer data neglect to encrypt it. 
The huge credit-reporting concern 
Equifax Inc. shocked the nation last 
summer when, after hackers accessed 
145.5 million records in its sys-
tem, the company admitted it hadn’t 
encrypted its data.

Why this neglect? After all, secu-
rity experts have pushed encryption 
at least since the first major breaches 
were reported a dozen years ago. 

The reasons are varied and com-
plex. For merchants dealing with pay-
ment-related data, they include lack of 
education about the value of encrypt-
ing data and a need to make choices 
about how best to apply limited infor-
mation-technology resources. 

Kmart, Arby’s, Saks Fifth Avenue, Hyatt Hotels.  
Those are just some of the merchants that reported data 
breaches in 2017. To be sure, 19% of U.S. merchants 
reported a hack last year, down from 22% a year earlier, 
according to Thales e-Security’s 2017 Data Threat 
report. But being breached remains a catastrophic event.

Not only does a breach put mil-
lions of consumers at risk for fraud and 
identity theft, it is a public embarrass-
ment for the breached company. Exec-
utives in the c-suite are certain to face 
questions from the media, the public, 
and investors about what steps they 
took to secure their customers’ data. 

If a merchant can’t say it did 
everything possible to protect its 
database, the lapse can cause long-
term damage to the company’s brand.

The fallout can be so far-reaching 
that some merchants will try to keep 
the lid on a breach. That’s what Uber 
did last year by paying hackers a 
$100,000 ransom to delete stolen 
data—so the hackers said—rather 
than report the breach.

Arguably, one of the most effec-
tive ways to minimize the risk of 
a data breach is to encrypt all data 
moving over a network or stored, 
also known as data in motion and 
data at rest, respectively. At mini-
mum, encryption, a process that 
translates data into a code that can 
only be read by someone with a 
decryption key, renders the stolen 
data useless if a breach occurs, unless 
the hacker can break the algorithm 
used to encrypt the data. 

Since most hackers are looking 
for the path of least resistance, they 
are more likely to target merchants 
and other entities within the payment 
industry that don’t encrypt card-
holder data, data-security experts say.

WHATEVER
HAPPENED TO
ENCRYPTION?
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pliance is an ongoing process. A mer-
chant can fall out of compliance at any 
time after being deemed compliant. 

“Merchants have to be constantly 
performing PCI compliance, it’s not 
just a one-time certification,” says 
Edward “EJ” Jackson, head of secu-
rity and fraud solutions for First 
Data Corp. “Becoming PCI compli-
ant is a greater motivation for mer-
chants than encrypting data that 
leaves their walls.”

Another major misperception 
among merchants is that EMV chip 
cards will secure data cardholder 
data. The reality is that EMV was 
created to prevent fraud at the point 
of sale by authenticating the card to 
the POS terminal and vice versa. 

As a result, any data passing 
from the EMV chip through a POS 
terminal and out over a network con-
nection to a processor or gateway is 
vulnerable to hackers. 

“The intent of EMV was not to 
solve data breaches, but to prevent 
fraud,” says Wally Mlynarski, chief 

There’s also a false sense of secu-
rity among merchants that compli-
ance with the PCI Security Standards 
Council’s main set of rules, the Pay-
ment Card Industry data-security 
standard, or PCI DSS, coupled with 
implementation of EMV-enabled ter-
minals, is enough to protect card data. 

“The misconceptions around 
encrypting card data and lack of 
inquisitiveness by the merchant com-
munity [are] slowing adoption,” says 
Scott Dowty, chief revenue officer 
for Scottsdale, Ariz.-based payments 
technology provider Apriva LLC. 
“It’s going to take merchants a long 
time to understand the importance of 
securing sensitive data.”

Merchant 
Misconceptions
Although the merchant community 
has made strides securing data at rest 
through the use of tokenization, a pro-
cess that replaces card data with a ran-
domly generated sequence of numbers 

and characters, it remains highly vul-
nerable to hackers targeting merchants’ 
connections to processors. The reason? 
Data in motion is rarely encrypted. 

A common misconception among 
merchants, according to security 
experts, is that as long as they are 
compliant with the PCI DSS, infor-
mation leaving the point of sale and 
traveling to a processor for authori-
zation is secure. The PCI DSS was 
created in 2004 to increase controls 
around cardholder data to reduce 
credit card fraud. 

While the PCI DSS applies to 
all entities that store, process, or 
transmit cardholder data, it does not 
require data being transmitted over a 
private network, such as a connection 
between a merchant and a processor, 
to be encrypted. The standard’s only 
encryption requirement concerns data 
sent over a public network.

In addition, it is not uncommon 
for merchants to believe that once they 
are validated as PCI-compliant, they 
remain so. The reality is that PCI com-

Widely touted as a potent data-masking 
tool, encryption has been slow to take 
hold in the payments industry, despite 
a continuing plague of data breaches. 
Here’s what’s going on to change that. 

By Peter Lucas
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terminal makers VeriFone Systems Inc. 
and Ingenico, FIS Payment Solutions, 
PayPal Holdings Inc. and Bluefin, 
which expected to have signed 60 pro-
cessors and gateways to use its solution 
by the end of 2017.

Bluefin’s platform encrypts all 
card data within a PCI-approved 
point-of-entry device and decrypts it 
offsite in a Bluefin hardware security 
module. After decrypting the data, 
Bluefin sends it to the processor or 
gateway for authorization. 

The company began rolling out its 
P2PE solution in 2014, eight months 
after it received PCI certification. 
“Because we manage the encryption 
keys for merchants (including device 
key injection and decryption), this 
gives merchants the flexibility to go 
with any processor or gateway,” says 
Rustin Miles, chief strategy officer 
for Bluefin, in an email message.

‘A Complicated Matter’
One of the reasons for the dearth of 
certified P2PE solutions providers is 
that certification is a lengthy process 
that can take three to six months, 
and in some cases longer. “Certi-
fication is very complicated,” says 
Apriva’s Dowty. 

One of the most time-consuming 
hurdles to certification, data-security 
experts say, is the extensive testing a 
P2E solution must undergo. “Certi-
fication is less about the encryption 
technology and more about how the 
solution is managed and deployed,” 

product officer for Atlanta-based 
processor Elavon.

Point to Point
To address the problem of securing 
data transmitted from a POS terminal 
beyond a merchant’s walls, processors, 
acquirers, and payment gateways have 
begun touting point-to-point encryption, 
a process that encrypts data as it enters 
a card terminal and keeps the data 
encrypted until it reaches a secure end-
point where it can be safely decrypted. 

Besides providing strong data 
protection, what makes point-to-point 
encryption appealing to merchants is 
that it significantly streamlines com-
pliance with the PCI DSS. The PCI 
Security Standards Council says its 
P2PE self-assessment questionnaire 
(SAQ) includes only 26 questions, 
compared to more than 100 questions 
for its standard SAQ.

Some merchants can see an even 
larger reduction of self-assessment 
questions. Two Men And A Truck, a 
Lansing, Mich.-based moving com-
pany, has reduced the number of SAQ 
questions to about 20 for its franchi-
sees, compared to more than 300, 
with the implementation of a point-
to-point encryption solution from 
Bluefin, an Atlanta-based provider of 
payment security solutions, says Jake 
Gaitan, the company’s IT director.

“We want to make sure that our 
franchisees can protect customer 
data, but we also wanted to find a 
way to alleviate the cumbersome 

PCI-compliance process for them 
while still protecting customer data,” 
Gaitlan says. “We don’t want to be in 
the news for a data breach.”

Two Men And A Truck began 
rolling out the Bluefin solution more 
than a year ago and now has more 
than 100 of its more than 400 fran-
chisees up and running on it. In addi-
tion to providing strong data security 
starting at the point of sale, Bluefin’s 
solution also enables Two Men And 
A Truck franchisees to securely 
accept card payments using mobile 
devices. Before, franchisees had to 
call in card numbers over the phone. 

“Not having to pay the card-not-
present rate is a savings for our fran-
chisees,” Gaitlan says. 

Only PCI-certified P2PE solutions 
can be validated as meeting the secu-
rity requirements of the PCI P2PE stan-
dard and listed on the PCI Council’s 
Web site. Since some merchants are 
installing non-PCI certified P2PE solu-
tions, the PCI Council issued guidelines 
in November 2016 to assist security 
assessors in evaluating non-PCI certi-
fied P2PE solutions against the PCI 
P2PE standard, and their impact on 
merchants’ PCI DSS compliance. 

The PCI Council says there is no 
guarantee that implementation of a 
non-PCI certified P2PE solution will 
streamline PCI compliance. 

As of December, there were 45 
PCI-certified P2PE solutions in the 
market, according to the PCI Secu-
rity Standards Council’s Web site. 
Certified solution providers include 

BENEFITS OF P2PE
Makes 
account data 
unreadable by 
unauthorized 
parties

Devalues 
account data 
because it can’t 
be abused—
even if stolen

Simplifies 
compliance 
with PCI DSS

The P2PE Self-
Assessment 
Questionnaire 
includes only 
26 PCI DSS 
requirements

Offers a 
powerful, 
flexible solution 

Source: PCI Security Standards Council
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“The reason Heartland could 
implement end-to-end encryption is 
that it owned the technology deployed 
from the merchant to the card brand,” 
says Thompson. “With point-to-point 
encryption, the data is encrypted from 
the merchant up through the front door, 
which is the processor or gateway.”

While P2PE does not encrypt 
data from the start to the finish of a 
transaction, Thompson is quick to 
point out that once a gateway or pro-
cessor decrypts the data, it resides in 
a secure environment before moving 
further downstream in the payments 
ecosystem. 

says Bryan Thompson, chief tech-
nology officer for Beyond Inc., a 
Princeton, N.J.-based independent 
sales organization. 

Having been an executive with 
Heartland Payment Systems when 
the acquirer suffered a data breach in 
2008, Thompson is a strong proponent 
of P2PE because it addresses the need 
for encryption when the transaction is 
initiated, which provides more control 
over the data assets on the front end. 

After Heartland’s data breach, 
the company’s chief executive at the 
time, Robert Carr, pushed for imple-
mentation of end-to-end encryption 

(E2EE). Similar to point-to-point 
encryption in that data is encrypted at 
the point where a transaction is ini-
tiated, end-to-end encryption varies 
from P2PE in that the data remains 
encrypted all the way through the last 
mile to the card networks. 

A P2PE solution, on the other 
hand, encrypts data before it reaches 
the merchant’s gateway provider or 
processor, which then flows the data, 
encrypted or decrypted, through a 
secured pipeline to the networks. In 
other words, the back-end pipes carry-
ing the data are secured, but the data 
itself is not necessarily encrypted. 

Encryption may provide 
a strong defense, but it’s 
only as good as the math 
behind it. A criminal with 
better math skills, or a 
more sophisticated decryp-
tion application, can crack 
the algorithm used to 
encrypt data. 

That possibility is what 
has some data-security 
experts concerned that 
encryption won’t be enough 
in the future to deter hack-
ers. One stronger data-secu-
rity solution would be to 
create random combinations 
of numbers and letters to 
scramble data, they argue.

“No matter how com-
plex a cryptographic cipher 
is, it has an underlying pat-
tern that can be discovered 
and reverse-engineered to 
unscramble the data,” says 
Gideon Samid, chief tech-
nology officer for the digi-
tal currency BitMint and 
the “Security Notes” col-
umnist for Digital Trans-
actions. “With quantum 

computing on the horizon, 
the threat to data security 
is growing exponentially.”

Quantum computers 
are powerful machines 
built on the principles 
of quantum mechanics 
and capable of solving 
problems in minutes that 
require years for today’s 
computers. IBM Corp. 
says it expects quantum 
computing to lead to 
breakthroughs in the fields 
of medicine, financial 
services, artificial intel-
ligence, and supply chain 
and logistics. Unfortu-
nately, it could also create 
breakthroughs for crimi-
nals looking to beat data 
encryption, Samid says. 

Randomness, on the 
other hand, applies a theory 
of quantum mechanics that 
all events are truly random. 
Ciphers built on random-
ness do not use mathemat-
ics and therefore have no 
underlying patterns that can 
be discovered. 

“Cracking ciphers is 
not easy, but the payments 
industry does need to lay 
the foundation to sup-
port new, stronger forms 
of data security,” says 
Wally Mlynarski, chief 
product officer for Elavon. 
“The process has started 
with the use of dynamic 
payment credentials and 
tokenization.”

While some payments 
experts believe that the 
introduction of randomly 
created ciphers is five to 
10 years off, the big ques-
tion is whether merchants 
will be fully on board with 
using ciphers to protect 
data by then. 

“A lot of executives in 
the c-suite view cryptogra-
phy as a black box, some-
thing that’s so complex it’s 
essentially a mystery to 
them,” Samid says. 

If the top decision 
makers in a company 
don’t understand encryp-
tion and its variants, they 

are less likely to embrace 
it, Samid adds.

Executives’ perception 
of encryption is starting to 
change, however, as insur-
ance companies educate 
merchants about the threat 
to consumer data and the 
value of strong cybersecu-
rity, says Mlynarski.

Despite many mer-
chants’ lack of urgency 
when it comes to encrypt-
ing card data, payments 
experts agree that the worst 
thing the payments indus-
try can do when it comes to 
data security is to stand pat. 

“There are powerful 
data-security solutions 
that are used in govern-
ment that will begin trick-
ling down for commer-
cial use and help raise the 
level of data security for 
the public,” says Scott 
Dowty, chief revenue offi-
cer for Apriva. “Data secu-
rity must evolve, because 
there is a shelf life to 
encryption.”

A RANDOM APPROACH TO DATA SECURITY
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device’s software, says Thompson.
While PCI-certified P2PE solu-

tions are considered by some mer-
chants to be the gold standard, some 
payments solution providers are forg-
ing ahead with making P2PE a stan-
dard feature of their payment appli-
cations. Some of these providers are 
awaiting PCI certification. 

“It’s hard to replicate what Heart-
land did with end-to-end encryption 
because of the need for an entity to 
control all the technology assets from 
front- to back-end,” Thompson says. 
“The further data travels away from 
the merchant before being decrypted 
the less vulnerable it is. Encryption 
should carry throughout the entire 
payments ecosystem, but it’s a com-
plicated matter.”

Nevertheless, P2PE is still a 
potent tool for merchants to thwart 
hackers, Thompson says. Beyond, 
which is headed by Carr, plans to 
have its P2PE solution PCI-certified. 

Indeed, the PCI Council states 
in its blog that merchants are only 
responsible for protecting card data 
in their own environment, not that of 
the payment gateway or processor. 

“With that, it follows that there’s 
no additional scope reduction benefit 
from implementing an E2EE solu-
tion over a P2PE solution, and any 
data loss following transmission to a 
gateway/processor would be the legal 
responsibility of that gateway/proces-
sor, not the merchant,” the blog says.

‘Tug of War’
Despite the benefits of P2PE, its 
implementation still poses challenges 
for merchants, as many of the solu-
tions are specific to the type of POS 
device deployed. 

Some processors, such as First Data 
Corp., developed P2PE solutions for 
their own branded terminals first, and 
are working next to develop solutions 
for other makers’ models. First Data 
has rolled out a P2PE application for its 
Clover line of terminals, of which about 
700,000 have been deployed.

One drawback to developing 
device-specific solutions, payments 
experts say, is that each solution must 
undergo certification. That, and the 
time it takes for the device to receive 
a PCI certification, are among the fac-
tors that have slowed merchant adop-
tion of P2PE, payments experts agree. 

The good news for merchants 
is that, unless they are using excep-
tionally old devices—which is 
unlikely, as the EMV mandate has 
forced upgrades across the entire 
spectrum of merchants—legacy 
equipment can be reused. Merchants 
simply need to inject the encryption 
keys for a P2PE solution into the 
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Although Beyond’s Carr agrees 
that EMV has sucked up a lot of 
merchants’ IT resources, he adds that 
EMV implementation represents an 
opportunity for merchants to strengthen 
their data security by adding P2PE and 
tokenization for data at rest.

But if data security truly is a 
game of leapfrog, it raises the ques-
tion whether the slow rate of P2PE 
adoption is giving criminals time 
to develop new ways to reverse-
engineer the coding that scrambles 
the data so they can get at the actual 
card information (box, page 30). 

“There is no question that P2PE 
needs to evolve,” says Dowty. “But 
for that to happen everyone (mer-
chants, processors, acquirers and gate-
way) needs to get on the same page.”

For all the optimism about how 
P2PE will close a gaping hole in mer-
chants’ data-security defenses, the 
greatest challenge to adoption remains 
the lack of merchant awareness. 

“We don’t get a lot of merchants 
asking about P2PE,” concedes Parkin-
son. “Education about the value propo-
sition for P2PE is going to be the key.”

Without that education, many of the 
misconceptions that are confusing mer-
chants about encryption will persist. DT

Elavon, for example, has begun 
rolling P2PE into all its merchant 
solutions. “We are shifting all our 
products to where P2PE will be 
included,” Mlynarski says.

Elavon is in the final stages of 
having its P2PE solution PCI-certified. 
The company already has a component 
of the solution PCI P2PE-validated. 

North American Bancard is 
another solutions provider rolling out a 
P2PE solution. The Troy, Mich.-based 
payments-solutions provider is con-
centrating its initial P2PE efforts on 
the medical-merchant community. 

“The need to encrypt customer pay-
ment data is further ahead in the medi-
cal category than it is in retail because 
of HIPAA,” says Jim Parkinson, chief 
information officer for North American 
Bancard. HIPAA is a government man-
date regulating health-care information.

One potential drawback to using 
a non-PCI-certified P2PE solution is 
that, if a data breach occurs, it could 
open the merchant to criticism that it 
did not do everything possible to pro-
tect its data. 

“How the technology is sold is a 
big component of any new security 
technology,” says Dowty. “There are 
players in the market also selling end-

to-end encryption solutions and non-
PCI-certified point-to-point encryption 
solutions, and that’s creating a tug of 
war over what’s the best option.

“For merchants, the value proposi-
tion of any non-PCI-certified encryp-
tion solution is going to be whether it 
is the best solution available,” Dowty 
continues. “But there is a lot of value 
to merchants in a PCI certification.”

‘A Game of Leapfrog’
The last speed bump to merchant 
adoption is an age-old complaint of 
merchants, that the card companies’ 
penchant for rolling out new man-
dates requiring the upgrading of ter-
minals, such as EMV, is siphoning 
off valuable IT resources that could 
be redirected to implementing P2PE. 

“There is definitely a frustration 
among our members that EMV com-
pliance is pulling more resources that 
could be used for more effective data 
security,” says a spokesperson for 
the Washington, D.C.-based National 
Retail Federation. “Data security is 
a game of leapfrog. Build a 10-foot 
wall and the hackers will come back 
with a 12-foot ladder. EMV still 
sends card data in the clear.”

DATA SECURITY FAST FACTS

77% of retail 
respondents 
planned to 
increase security 
spending in 2017, 
up from 61% 
in 2016

52% of U.S. 
retailers have 
been breached at 
some point

47% of U.S. 
retailers rank 
best practices 
as their top 
data-security 
spending driver

41% of U.S. 
retailers rank 
data-security 
compliance as 
a top spending 
driver 

19% of U.S. 
retailers feel 
“very” or 
“extremely” 
vulnerable to 
security threats

Source: 2017 Thales Data Threat Report, Retail Edition

77% 47%52% 41% 19%
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Consider that e-commerce plat-
form provider Mobify, in its Monthly 
Mobile Commerce Benchmarks for 
2017, noted that in October, the latest 
month with available data, the average 
conversion rate on a desktop computer 
was 5.9% for average order values 
between $100 and $175. That com-
pares to 4.3% for tablets and 1.9% for 
phones. Orders of less than $100 and 
more than $175 share a similar pattern.

“Consumers are moving to mobile 
as their primary computing device, 
and at the same time, expect instant 
access to the things they want and 
need at the point of discovery,” says 
Goldberg. “Because of this, retailers 
can no longer wait for customers to 
come to them.”

The phenomenon is putting extra 
pressure on merchants and their pay-
ments providers to find ways to expe-
dite the checkout process. 

“Clunky checkout drives up what 
I call [the] ‘insult rate,’” says Andy 
Barker, senior director of strategy and 
growth for global payments at Magento 
Inc., a major e-commerce platform 
provider based in Campbell, Calif. 
“One of the worst things to do when a 
customer is handing you money is to 
look at them and say, ‘That’s not good 
enough,’” Barker says. 

Difficult mobile-commerce check-
out experiences also will drive down 
conversion rates, encouraging con-
sumers to shop elsewhere with easier 
checkout processes.

Instant access is the byword for 
online retailers. It’s what online 
shoppers want all the time and 

what e-retailers strive to provide so 
their consumers can buy when they 
want. Epitomizing that is a friction-
less checkout experience, one that 
makes it painless to authenticate and 
authorize the payment. 

But that ideal type of checkout 
remains just that, an ideal. While 
e-commerce is now in the midst of its 
third decade of widespread availabil-
ity since the deployment of the first 
Web browser, issues surrounding the 
online checkout process abound.

“Too often, merchants see con-
sumers get all the way through the 
funnel to add items to their carts, but 
then leave their sites without checking 
out,” says Arnold Goldberg, vice presi-
dent of merchant product and technol-
ogy at San Jose, Calif.-based PayPal 
Holdings Inc. “Why? Oftentimes it’s 
because the checkout process is filled 
with friction. Customer have to type in 
user names, passwords, credit or debit 
card information, shipping and billing 
addresses, and if they don’t have their 
card information on hand, or can’t 
remember their password, that can 
result in an abandoned cart.”

The urgency and necessity for 
dealing with the online checkout 

experience is clear. E-commerce sales 
comprised 9.1% of all U.S. retail sales 
in the third quarter of 2017, says the 
Census Bureau of the Department of 
Commerce. That’s up from 8.2% in 
the same quarter of 2016. In three 
years, e-commerce sales are expected 
to total $708 billion, according to 
Javelin Strategy & Research.

The Changing Consumer
The effects of this growth are rampant. 
Traditional malls are struggling as big-
name retailers close stores and con-
solidate locations. Some retailers have 
closed up entirely as the challenges 
posed by merchants with more astute 
online-sales methods hammered them.

At the root is the changing con-
sumer. With smart phones and tablets 
found in most households—77% of 
U.S. consumers have a smart phone, 
the Pew Research Center says—shop-
pers are used to researching, finding, 
and comparing prices from the com-
fort and convenience of wherever 
they are using the device in hand.

That expectation of easy shopping 
access extends to how they pay. Few 
consumers want to enter a 16-digit 
credit card number, a card verification 
code, billing and shipping addresses, 
and related information on a smart-
phone screen. 

Are We There Yet?

Kevin Woodward

What’s happened to the e-commerce checkout and why it isn’t easier 

to make a payment.

E-COMMERCE
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methods than the U.S., which is largely 
credit-based.”

As Shopify’s Btaiche says, “Mer-
chants expect that a frictionless buy-
ing experience does not come at the 
expense of reduced security for the 
customer or themselves. It should 
be working for them, and against the 
fraudsters.”

Seamless Checkout
What merchants, and consumers, want 
is as easy a checkout experience as 
possible. The question is what does 
that look like. For some, Uber, the 
ride-sharing service that requires no 
discrete action to complete a payment, 
is the goal. Others desire an even 
smoother experience.

“The ideal checkout is no check-
out at all,” says Barker. In December, 
Magento introduced Instant Purchase, 
its one-click checkout process. For 
merchants, Instant Purchase offers 
a customizable button, a mobile-
optimized process that Magento says 
reduces time-to-purchase by 90% and 
offers automatic shipping to the shop-
per’s default address, along with sup-
port for multiple payment methods. 

“We’re moving in a direction 
where the customer doesn’t have to 
do anything but say, ‘I want this,’ and 
they get it,” he says. “There are chal-
lenges to overcome, but the Internet 
of Things is getting us closer to this 
point with technologies like Amazon 
Echo and Google Home.” 

Amazon Echo and Google Home 
are in-home devices that use voice 
assistants to help consumers make pur-
chases and retrieve information such as 
the weather forecast and movie times.

In Barker’s view, the next wave of 
checkout innovation is finding a way 
for merchants to secure stored pay-
ment details. That’s especially critical 
in a time when data breaches are rife. 

“We can’t get rid of the actual 
payment transaction, but we need to 
utilize technologies to make it almost 
invisible,” he says. “Smoother, faster, 
and more secure.” Magento’s service 

Making consumers complete forms 
at checkout is one of the biggest issues 
in e-commerce, says Richard Btaiche, 
product manager at Shopify Inc., an 
Ottawa, Ontario-based e-commerce 
platform and payments provider. 

“The majority of online buyers are 
still spending a lot of time fumbling 
around forms,” Btaiche says. “Any dis-
traction or notification could prevent 
customers from completing their pur-
chases, so the longer it takes to check 
out the more chances of distraction.”

Profit Vs. Security
Why isn’t the online checkout expe-
rience easier, especially years after 
the introduction of e-commerce to 
the United States? Chalk that up to a 
payment card system built for face-
to-face transactions, where authenti-
cation procedures were designed with 
the customer present. 

Though much more sophisti-
cated today, the U.S. payments sys-
tem favors profit over security, says 
Suresh Dakshina, president of Charge-
back Gurus, a McKinney, Texas-based 
chargeback-management company. 

Certainly, security is important, 
but the tradeoff is that to make a 
payment service very secure usu-
ally requires stringent authentication 
measures, ones that many retailers 

are not willing to impose because 
they may prevent more legitimate 
sales than fraudulent ones. Many 
retailers are willing to accept some 
fraud loss in expectation they will 
make up the costs with more legit-
imate transactions.

In Europe, for example, many 
markets opt for more security, Dak-
shina says. “Most of them do not have 
one-click purchase because they have 
made it understood that [consumers] 
have to go through multiple authori-
zations,” says Dakshina. Still, though 
the online checkout experience contin-
ues to create friction, the expectation 
is to make it as smooth as possible. 
In other markets, the expectation and 
what consumers may have become 
accustomed to could differ, he says. 
“Europe is more security-oriented. 
We are more profit-oriented.”

The prospect of chargebacks is 
a serious issue for online merchants. 
Efforts to reduce chargebacks may 
require better authentication meth-
ods. A seemingly legitimate trans-
action may actually be a bad one 
that produces a chargeback when, for 
example, the actual customer discov-
ers his card data was misappropriated 
for a transaction.

For U.S. merchants, especially, 
chargebacks are an expensive reper-
cussion of accepting online payments, 
says Barker. “They need more pay-

ment methods that guarantee pay-
ment,” he says. “We see fewer 

chargebacks in Europe and 
Asia because those markets 

rely on more bank-based 

‘Too often, 
merchants see 

consumers get all the 
way through the funnel ... 
but then leave their sites 

without checking out.’
—ARNOLD GOLDBERG, VICE PRESIDENT 

OF MERCHANT PRODUCT AND 
TECHNOLOGY, PAYPAL 

HOLDINGS INC.

way through the funnel ... 
but then leave their sites 
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ment organization that is 
part of the World Wide 
Web Consortium. The 

W3C, with U.S. head-
quarters in Cambridge, 

Mass., develops protocols 
and guidelines for the Web. 

The working group, which 
includes 157 individuals and 60 orga-
nizations, is “doing important work 
around standardizing how people pay 
on the Web,” says Btaiche. Shopify is 
one of the participating organizations. 
“People’s online buying habits are 
evolving, and so must payment pro-
viders,” he says.

With the changing nature of online 
shopping, and with smart phones pro-
liferating and consumer expectations 
increasing, a smoother, faster pro-
cess is necessary. “The challenge for 
merchants is to allow customers to 
shop and pay for products in a way 
that mimics the touch and feel of 
the brick-and-mortar experience,” 
says Magento’s Barker. “Consumers 
increasingly want the endless aisle, 
or line busting where they would 
rather just take the product and get 
billed later rather than fuss with the 
payment logistics.”

Is the time of the frictionless 
checkout at hand? Perhaps not next 
year, but payments and e-commerce 
providers are working on it. DT

arrives following the 2017 expiration 
of Amazon.com Inc.’s one-click pay-
ment patent. 

Tokenization, the technology that 
replaces the actual card data with a 
randomized sequence, “which makes 
it so that consumer payment creden-
tials are never released to the end mer-
chant,” is a major part of this, he says. 

Shopify’s Btaiche echoes Barker. 
“Our thoughts on the ideal check-
out is not a faster or better check-
out, but rather no checkout at all,” he 
says. Shopify Pay, an accelerated pay-
ment service for Shopify merchants, 
decreases the checkout process from 
16 steps to one, he says, adding, “It 
has increased the conversion rate by 
up to 18% for returning customers.” 
Shopify Pay saves pertinent consumer 
shipping and payment details and can 
be used at participating e-retailers.

PayPal struck out on its own 
prior to the Amazon patent expiration 
with its One Touch checkout service. 
Launched in 2014, One Touch has 
more than 70 million global users 
who don’t have to type in a username, 
password, or payment information 
after the initial setup. 

“The less data fields a consumer 
has to fill out, the more likely it is that 
they will actually convert,” says Pay-
Pal’s Goldberg. “Consumers expect 
seamless access to the products and 
services they want and need—and 

when there’s too much fric-
tion in the way they will 
abandon their cart and 
go to an e-commerce 
or m-commerce site 
that lets them [have] 
seamless checkout.”

Working on It
Payments companies 
can help merchants 
with this. One way is 
the coming implemen-
tations of 3-D Secure 
2.0, an authentica-
tion protocol that 
sends more data 
to issuers with-
out intruding 
into the check-
out experience 
as the prior ver-
sion did.

“3-D Secure 2.0 
is designed to mini-
mize the interaction required 
with the cardholder, thereby reduc-
ing overall transaction friction while 
still increasing transaction security,” 
Btaichie says. “The vast majority of 
transactions will be completely seam-
less and transparent, but transactions 
which require additional authentica-
tion will be able to leverage tools such 
as the native biometric capabilities of 
the device to authenticate the customer 
and the transaction.”

Another initiative that may affect 
the online checkout is the work of the 

Web Payments Working Group, an 
industrywide standards-develop-

‘Our thoughts 
on the ideal 

checkout is not 
a faster or better 

checkout, but rather 
no checkout at all.’

—RICHARD BTAICHE, 
PRODUCT MANAGER, 

SHOPIFY INC.

‘Clunky 
checkout drives 

up what I call [the] 
“insult rate.”’

—ANDY BARKER, SENIOR DIRECTOR OF 
STRATEGY AND GROWTH FOR GLOBAL 

PAYMENTS, MAGENTO INC.

PRODUCT MANAGER, 
SHOPIFY INC.

tations of 3-D Secure 
2.0, an authentica-

Mass., develops protocols 
and guidelines for the Web. 

“3-D Secure 2.0 
is designed to mini-
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likes of Ingenico, VeriFone, and even Square 
will eventually disappear and be replaced with 
mobile apps. 

As is usually the case in business, the move 
from hardware to software in payments is grad-
ual. It started with Square, iZettle, PayPal Here, 
and so on. But one big obstacle to getting to a 
downloadable point-of-sale acceptance device 
that you and I can use is the fact that the keypad 
that’s used to enter your PIN remains a hard-
ware requirement. While PIN usage is still lim-
ited in the United States, it’s a requirement in 
most of the world, and the U.S. is expected to 
move in this direction. 

Three Key Benefits
Enter PIN on Glass technology, which trans-
forms regular mobile devices into full-featured 
POS systems capable of securely accepting 
payment card PINs on a touchscreen. PIN on 
Glass stands to revolutionize retail payments 
for merchants and financial institutions as it 
improves transactional security, lowers the 
cost of card acceptance, and increases card-
acceptance rates. 

Also, by enabling higher credit card accep-
tance rates for consumers and lowering costs 
for merchants, PIN on Glass offers a societal 
benefit. It broadens the digitization of payments 
worldwide. Many even think that PIN on Glass 
could have an impact on gross domestic product 
in certain countries.

T here is no doubt that the continued prog-
ress in moving to digital forms of trans-
actions has made a big impact on the 

global economy. There is also no doubt that the 
key to helping push this move further is on the 
acceptance side. 

After all, if your local merchant or mom-
and-pop store only accepts cash, there is nothing 
you can do other than pay in cash. Many small 
and medium-size businesses and individual con-
tractors only accept cash or checks. In fact, the 
U.S. remains behind Europe when it comes to 
moving away from checks, and in many other 
countries, even larger merchants only accept 
cash. While there are many reasons why certain 
segments of merchants do not accept cards, one 
big reason is the unjustifiable cost the merchant 
has to endure. Case in point: 55% of small busi-
nesses in the U.S. still don’t accept credit cards. 

If the payments industry is ever going to 
achieve its lofty goal of nearly doubling global 
card acceptance from 47 million to more than 
90 million devices by 2020, it’s clear that 
reducing the cost of acceptance is exactly how 
we will get there. 

Moving away from hardware is crucial to 
such a transformation. Think of it this way: 
In an era where everything is virtualized and 
downloadable, why do we still have to con-
tend with arcane, specialized devices to accept 
payments? As with my Nikon camera and my 
Sony CD player, acceptance devices from the 

The key to higher acceptance rates for cards, lower fees for merchants, and better 

security lies in moving the point of sale from hardware to software, says Sam Shawki.

Sam Shawki is 
chief executive 
and cofounder 
of MagicCube, 

Santa Clara, Calif.

Why PIN on Glass 
Is the Next Big Thing

PIN on Glass 
broadens the 
digitization 
of payments 
worldwide. 
Many even think 
it could have 
an impact on 
gross domestic 
product in 
certain countries.
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will increase payment networks’ 
transactional volumes, allowing the 
entire payments ecosystem to grow 
unencumbered by the constraints of 
costly, legacy POS systems.

A pitfall that we are worried about 
is that when we move to software, 
there are other, lower-security tech-
niques, like white-box encryption, 
that can meet some of the new stan-
dards. We worry that some may go 
this route. This can impede the move 
to software and cause concerns.

PCI Gets on Board
Luckily the PCI Security Standards 
Council, of which we, and many 
of you, are members, has embraced 
a software-based approach to pay-
ments. A full draft of relevant PCI 
requirements will be finalized in the 
next few months. The specifications 
put a framework in place that will 
allow the right technologies to start 
coming to market and get adopted. 

The key to strengthening mobile 
commerce is improving acceptance 
at the point of sale. Acceptance rates 
will only improve if we begin to 
move beyond the proprietary, legacy, 
hardware-device model and embrace 
software capable of downloading 
fully-featured POS systems into any 
off-the-shelf mobile device. DT

Here are three key benefits that PIN 
on Glass technology brings to consum-
ers, merchants. and banks alike:

1. Better security for consumers.

The reality is, PIN technology is far 
more secure than relying on a signature. 
For example: Fraudsters can easily use 
lost or stolen EMV cards when a sig-
nature is used as a verification method, 
and merchants are unable to decline 
an untrusted transaction if it’s been 
approved with signature verification.

2. Affordable card acceptance costs 
for merchants.

Since PIN on Glass doesn’t require mer-
chants to purchase expensive, dedicated 
payment terminals and instead lever-
ages existing, regular mobile devices, 
the technology significantly lowers the 
cost of card acceptance. That’s a critical 
factor in coaxing more small businesses 
to accept credit cards rather than con-
tinue to rely on cash and checks.

3. Greater payment volume for banks.

PIN on Glass offers banks that issue 
EMV debit and credit cards lower POS 
fraud costs, higher purchase volumes, 
and increased merchant demand for 
EMV PIN at POS. Furthermore, EMV 
PIN solves for lost and stolen card 
fraud, addresses merchant demand that 

EMV be enabled for PIN, and lowers 
the cost of acceptance for merchants, 
which in turn boosts payment volume 
on bank-issued payment cards.

By replacing the need for hardware-
secure elements to build, deploy, and 
remotely provision and manage POS 
systems and other Internet-of-Things 
devices, a software-based approach 
to payments is capable of impacting 
our entire economy by enabling grow-
ing businesses to more easily join the 
digital age. 

Specifically, a software-based 
approach can offer mobile-screen 
security and protection of data entry 
and financial PINs with or without a 
secure card reader. And where card 
readers aren’t required, it can enable 
secure tap-and-pay applications. 

A software-based approach can 
also allow for operating-system secu-
rity for next-generation POS systems 
that replace the need for expensive 
security chips and eliminate the head-
ache of updating entire operating sys-
tems for POS device vendors. In addi-
tion, it enables remote monitoring and 
over-the-air upgrades across the board.

Doing away with single-purpose, 
proprietary POS systems and embrac-
ing the unique capabilities of a 
software-based approach to payments 
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